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Customer Background
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missionready joint capabilities. allowed the HARMONIEWeb

USJFCOM Command, Control, Communications, and Computer (C4) Syste-lr-r?sam e e

Directorate (J6) empowers the command to awmgdish its mission by satl_sfact.lon. By customizing
providing dependable information technology networks and generalized€distration, we accelerated
communications support. the approval procesasnd

made it easier for members to
J6 also provides the Joint Task Force Commander with communications a@%bmit requests. The solution

information technology solutions to support the Command and Con€a)) (
. ) . .__was used to successfully
decision cycle, an information assurance program that protects against .
: - L register delegates from over
network attack and readyrained joint component communications

personnel fittp://www.jfcom.mil). 23 nations throughout the
AsiaPacific region."

To accomplish its mission, JFCOM worked with MicroLink to develop and

maintain HARMONIEWeb, an online collaborative solution that allows-Bob Bolton, US Army, Civilia
organizations, both internal and external to the Department of Defense
(DoD), to assist with Huméarian Assistance and Disaster Relief (HA/DR) and
Stability, Security, Transition, and Reconstruction (SSTR) efforts worldwide.
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About MicroLink

MicroLink has a history oproviding
reliable, high quality, customedriven

BUSineSS Cha”enge solutions that focus on improving

. . ) roductivity, collaboration, and
Due to the nature and intensity of HA/DR and SSTR operations, HARMONIE) ok throughout  customisE

needed a robust and efficient egunt registration process that allowed the DoDenterprises. ~ MicroLink  provides
and NonGovernmental Organizations (NGOs) supporting thegerationsto  Business Intelligence,  Informatiol
register for accounts. The accounts give access to the tools and resour§overy. Portals and Collaboratic
needed to respond to disaster situations. MicroLink, the eleper of zzlnl:;:; 20;[1]2) ab”it; ?oi(itZ;'aEeA
HARMONIEWeb, was tasked with this additional requirement. technology to develop repeatable

o ) business  solutions that  solve
USJFCOM regsted that the account registti@n process have the following ¢ qz3 i 2 misivd ditical challenges

capabilities: ¢KS O02YL} yeQa
www.MicroLinkLLC.com

A Wizardlike registration process that included email updates to the
requester

A Request access farivate worksites during registration

To learn more about HARMONIEWahd other MicroLink

solutions,please visitMicroLinkLLCcom
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A A single siglon HARMONIEWeb account, which would give users access Products and ervices
HARMOMNEWeb tools without requiring an additional account or another
login provided by MicroLink
A An interface for administrator approval of HARMONIEWeb account reques
via a SharePoint Web Part

Architect, develop, test, and
implementation services

A An interface for worksite owners to review worksite access requests for
approval via a ShePoint Web Part Microsoft Office SharePoint

A Specific public worksite account registration process tailored to individual Server 2007

Public site collections
Microsoft Windows Server

2008

Technical Situation Microsoft SQL Server 2008

HARMONIEWeb was built with SharePoint MOSS 2007 for its collabo
features. MicroLink integrated SharePoimith Office Communication Server (OC
for instant messaging, Adobe Connect for video teleconferencing and AQEERY/I[efele)il= (elst-Tale[RST=1aV/Tg
Directory for security and account manageme®ince ach application required a 2007
separateusername and password for acceas account had tde created orall . _
three applications when ew uses regidered for a HARMONIEWeb account. T M'C_rOS(_)ﬂ Ofiice
meant users had to manage multiple usernames and passwords, which Communication Server 200
inconvenient.

Microsoft ISA ServeP006

Microsoft BingMaps

Further, registrants needeallocation todesignatedSharePoint security gupsfor
access to HARMONIEWeb content and tda/SRMONIEWebasthousands of
accounts and hundreds of new users registegrgry month Manualy setting up
new usergepreseneda significant administrativeurdento the team.

Adobe Connect

Solution

Developed by MiroLink,| ! wa h b L 9&®t&onfeégistratiore solutionis comprised of custom wizards, web
parts, and workflows that simplified account registration.

To learn more about HARMONIEWahd other MicroLink

solutions,please visitMicroLinkLLCcom
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Account Registration Wizard

The Account Registration Wizard Registration
guides uses through registration |
(Figure 1).

The Select Worksites page presents
users with an opportunity to
request access to specific worksites
or SharePoint subites and to
explain why they need access to
them (Figure 2).

The Verify and Submit page allows
users to review and edit the
requess before submitting them

1. Enter User Info = >

Reguired information

First name: ‘F[gd

Last name: [Jenkins

E-mail:
‘ﬂenkms@m\crohnkllc com this site collaboration features. It

i also necessary for alert
subscriptions and access requests,

Reenter e-mail: ‘Uenkms@mcmhnkllc com
E-mail addresses do not match.

|
|
| Your email address is needed for
|
|

User name: [Fred.Jenkins

check name

Organization: [MicroLink, LLC |

Additional information

Title: ‘Mr. |

Position/Role: ‘Developer |

Department: ‘MS |

continue

(Figure 3)Onceusers submit their
requess, they receive an email
acknowledging receipt

Figure 1. Enter User Info Page

Registration

= 2. Select Worksites >

Chack the sites you raquire accass o In the list balov,
You may salact up b 3 sites.
¥ afghan Contracting J Afghan Gontracting
7 Chads Test Site St [REREHIES
Y/ HARMONIEWeb Admin
Help Desk Justification:
1DV application site T
Incoming Email Test Site
IMobile Entree
News Site
Ronna
[ Test worksite A
I Test Waorksite B
Twitter Test

previous comtinue

Figure 2. Select Worksites Page

= 3. Verify and Submit

User Information Selected Work Sites
= Fred - Afghan Contracting
astname: Jenking - Chads Test Site
£omal flenkins@microlinkllc.com - HARMONIEWeb Admin
lzer names: FredJenkins
qanizetion: MicroLink, LLC

Title: M.
ssiton/Role: Developer
partment: MS§

Please verify the information above for accuracy.
Click the submit button below to create an account request using the infor

pravious submit

Figure 3. Verifiand Submit Page

To learn more about HARMONIEWahd other MicroLink

solutions,please visitMicroLinkLLCcom
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AccountRegistration Approval
Web Part

TO process account requestS MinOLink Harmonie Web Account Registration Approval Form

) ) Last Name First Name User Name Email Request Date Approve Deny

created a S mple interface Sy | VALENTIN 6/7/2010 12:26:46PM | [1] 7]
administrators can review requests and gl Jofn s 2sasm | ) o
request details, and either approve or ] at s sz | [ a
= BB | DASHZEVEG | MMNMSN e 6/8/2010 1:21:06 AM n (7]

deny them (Figure ¥ Once requests are
approved or denied, registrants receive
notification via email. For approved
requests, emails include a username and systgmerated password for the registrants. This is the only
username/password combination registrants must erteaccess tools in the solution.

Figure 4. Account Registration Approval Web Part
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To expedite account processing and minimize delay time, MicroLink created a utility that automatically processes
accounswhenregistransQ S Y A f | RRErNEeEdn a Rrasyed Doghains ligigure 5).

Trusted Domains

Mew ~  Actions - Settings ~

0 Tite Organization DomainEmail Status Contact JobTitle Office
MicroLink LLC MicroLink LLC microlinkllc.com Approved Todd F Sr. Program Microsoft

Manager Solutions

Ministry of Ministry of iraq.centcom. mil Approved  Justin Advisor to the MOD-TT
Defense Defense Iraqi Ministry of
transition transition Team Defense (MOD)
Team CI0
MMNSTC-I MMSTC-I CAFTT  iragiaf.org Approved Scott CAFTT A5
CAFTT
Joint Task Joint Task jtfb.southcom.mil  Approved Julio NCOIC 19, Civil
Force-Brava, Force-Bravo, Military
Soto Cano Soto Cano Operationsf
Honduras Honduras Interagency
CAFTT CAFTT bdab.centaf.af.mil Approved Scott CAFTT A6 CAFTT
CAFTT CAFTT krab.centaf.af.ml  Approved Scott CAFTT A6
Army Forces Army Forces forscom.army.mil  Approved Wesley IT Spedalist CasD
Command G- Command G-6
& Tactical C4 Tactical C4
division division

Figure 5. Trusted Domain List

To learn more about HARMONIEWahd other MicroLink

solutions,please visitMicroLinkLLCcom
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Worksite Access Request Web Part

MicroLink created the Worksite Access Request Web
Part(Figure 6Yo empower worksite owners to manage
access requests to their sites initiated in the
registration process.When worksite ownes approve
registrans, the registrans are also approved for a
HARMONIEWeb account.

Account Registration Workflow

F=4 Sending an acknowledgment email

Account
G’) Waiting for approval Denied
Email
%, G 9l G G
S, G, O Uy, L
¥ o, E B, B B
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Access
Denied FZ4 Sending account approval email
Email

eB Granting access to approved worksites

Figure 7 Account Registration Workflow

Administration
Afghanistan Auls of Law
Site Membership Approval
Last Name First Name Email Request Reason Request Date Approve Deny
| Pike 6/7/2010 12:40:23 PM ] G
=) keith 6/7/2010 1:01:42 PM a (]
g john 6/8/2010 4:44:35 AM a (7]

Information about the Site Membership Approval Form - How to Process Site
The ertozdinen  Steps
-

o this .
s0 creste HARMONIEWeS
s by selecting the "View Details” button 25 on

er did not enter jus

ion information during

Figure 6. Site Membership Approval Web Part

MicroLink created a flexible Account Registration
Workflow, which is the backbone of the
registration process. MicroLink made the

workflow easily modifiable to accommodate
possible future tool integration and new account
registration business rules This was a

configurable component that includes account
provisioning. The steps are outlined in Figure 7.

Account Registration Customization

HARMONIEWeb has private worksites and public
sites. Private sites fall under the HAGMIEWeb
umbrella and have no anonymous or public
presence while Public sites have both
anonymous and privat®r member onlyareas.
Private worksites fall under the HARMONIEWeb
site collection, which is at
www.harmonieweb.org Public sites have their
own site collection and can be referenced via a
unique URL likewww.ronnaafghan.org or a
HARMONIEWeb extension like
www.jko.harmonieweb.org

To learn more about HARMONIEWahd other MicroLink

solutions,please visitMicroLinkLLCcom
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MicroLink configured the account registration
process to provide a personalized registration for
the public sites. These sites have their own
registration forms and an account approvakb
part that are specific to their siteShis enables the
public site owners to leverage the power of
account registration while tailoring it to their
specific needs.

Benefitsof the Solution

A Simplifies the account registration process
using a familiar wizard approach

Figure 8. Sample Account Request List

A Expedites the aut@pproval registration
process and minimizes delays of
HARMONIEWeb accounts using trusted
domains

A Provides a single sigm for users to access all
HARMONIEWeb tools without having to
provide additional login information

A Provides a simple interface so
HARMONIEWeb administrators can manage
site account requests using a SharePoint web
part

A Provides a simple interface serksite
owners can manage access requests to their
sites using a SharePoint web part

A Provides Public site owners the ability to
leverage the power of account registration
while tailoring it to their specific needs using a

personalized registration process Figure 9 Account Registration Workflow History

To learn more about HARMONIEWahd other MicroLink

solutions,please visitMicroLinkLLCcom




